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1 OBIIASAI XAPAKTEPUCTHKA PABOYEH IIPOTPAMMBI YYEBHOM
JUCIHUIIVIMHBI OI1.07 KOMIIBIOTEPHBIE CETH

1.1 MecTo TUCHUMILUINHBI B CTPYKTYpPe OCHOBHOI1 00pa30BaTe/IbHOIi MPOrpaMMBbl:

VYuebnas mucnumumHa OI1.07 KommbroTepHbie ceTH sIBISETCS 00s3aTEIbHOM YacThIO
o0mienpodeCCHOHANBHOTO IMHKJIA 00pa3oBaTeNbHONH mporpaMMbel B cooTBercTBUU ¢ PI'OC mo
crennanbHocTd 09.02.11 Pa3paboTka u ynpaBieHHe IpOrpaMMHBIM 00CCTICUCHHEM.

Ocoboe 3HaueHNe JUCIUIUIMHA UMEET MPH (POPMUPOBAHUH U PA3BUTHUU OOIIUX U
pohecCuOHANBHBIX KOMIIETEHIIUNI:

OK.0l. BseiOupats cmocoObl  pemieHdss 3a7a4  NpOPEecCCHOHATBHOM  JEeSTEIHHOCTH
MPUMEHUTEIBHO K Pa3IMUYHBIM KOHTEKCTaM;

OK.02. Hcnonp3oBaTh COBpEMEHHBIE CpEACTBAa IIOMCKAa, aHaJIM3a MW UHTEPIPETALUU
uHpopManuu, ¥ UHPOPMAIMOHHBIE TEXHOJOTUU [UIsl BBINOJHEHUA 3a1ad MNpodecCHOHaTbHOU
NeSITeTbHOCTH;

OK.09. Tlonp3oBaTthcsi mpodecCHOHATLHON JOKYMEHTAIlME Ha TOCYIapCTBEHHOM U
WHOCTPAHHOM SI3bIKAX;

IIK 1.5. 3amumiate uHpOpMaAIUO B 0a3e JaHHBIX C HCMHOJIb30BAHUEM TEXHOJIOTMH 3allUThI
uH(popMaluy,

I[IK 3.3. PaspabarbiBaTh TOJCHUCTEMBI 0€30MACHOCTH HH(POPMAIIMOHHOM CHUCTEMBI B
COOTBETCTBUH C TEXHUYECKUM 33/IaHUEM;

1.2 He.]'lb U IINTAHUPYEMBIC PE3YJbTATHI 0CBOCHUSA TUCHHUIIJIMHBI:
B paMKax HIporpaMMbl y‘Ie6HOI71 AUCHUITIIMHBI 06y‘IaIOH_II/IMI/IC$I OCBAWBAKOTCId YMCHUSA U
3HaHWA.

Kon YMenus 3Hanus

IIK, OK

IIK.1.5., | — ompenensTh STanbl peUICHUS 3a/1a4H, — aKTyalbHBIH IpodecCHoHaNbHBIN 1

IIK.3.3., | cocTaBisTh IUIaH NEHCTBUS, peau30BLIBATh COITMAJIBHBIN KOHTEKCT, B KOTOPOM

OK.01, COCTaBJICHHBIN IUIAH, ONPEEIIATH HEOOXOIUMBIE | HPUXOAUTCS PadOTaTh U KHUTh;

OK.04, pecypcesl; — CTpPYKTypa IUIaHa JUJIs pelIeHus 3a1a4,

OK.09 — B3aMMOJEHCTBOBATh C KOJJIETaMH, ITOPUTMBI BHITIOJTHEHUS padoT B
PYKOBOJCTBOM, KJIMEHTAMHU B XOJI€ po¢eCCHOHANBHON M CMEXHBIX 00J1aCTsIX;
podecCHOHANBHON AEATENBHOCTH; — NPUHLMIIEI 0€3011aCHOCTH
— TIOHUMATH OOIIUI CMBICI YETKO UHQOPMAITMOHHBIX CHCTEM,;
MPOM3HECEHHBIX BBICKA3bIBAHUIT HA H3BECTHBIE — COBpEMEHHBIE METO/Ibl K TEXHOJIOTHU B
TeMBbI (TIpodecCHOHATTFHBIC U OBITOBBIE), o0actu 6e301acHOCTH HH(POPMAITMOHHBIX
MOHUMATh TEKCTHI Ha 0a30BbIC CHUCTEM;
npodeccuoHaNbHbIC TEMBL; — 3aKOHOJATENIbHBIX U HOPMATHBHBIX aKTOB B
— aHaNMM3MPOBaTh TpeOOBaHMI OE30MMACHOCTH o0xactu 6e301acHOCTH HH(POPMAITMOHHBIX
UH(POPMALMOHHBIX CHCTEM; CHCTEM;
— pa3pabaThIBaTh U peau30BLIBAThH — METO/IbI CO3/IaHUsI U YIPaBICHUS
MOJICCTEMBI 0€30MacHOCTH HH(POPMAIIMOHHBIX 3alUIIEHHBIMU COeTMHEHUSIMHE ¢ 0a30i
CUCTEM; JIaHHBIX, BKItoyas VPN-tynnenu u SSL-
— TECTUPOBAThH U MPOBOJUTH OTIATKY mmmdpoBanue;
MOJICUCTEM 0€30MaCHOCTH HHPOPMAIIMOHHBIX — METOJBI 00ecTieueHNs 0€30IacCHOCTH 0a3bl
CHCTEM; JAHHBIX TP UCTIOJIB30BaHUHU 00JIauHBIX
— CO3/1aBaTh M YNPaBJIATH 3ALUIICHHBIMU CEpBUCOB, BKIIIOYAsl 3aLIUTY OT YTECUKH
COCJIMHEHUSIMU C 0a30H JTaHHBIX; JIAHHBIX M YIIPABICHHUE JIOCTYIIOM K 00JIaYHBIM
— o0ecreunBaTh 0€30MaCHOCTD 0a3bl TaHHBIX pecypcam;
MIPU UCTIOJIb30BAHNUH 00JIAUHBIX CEPBUCOB; —  Memoobl NPOEKMUPOBAHUsL AOPECHO20
— HNpOeKmuposamv aopecHoe npoCmMpPaHcmeo, npocmpancmea;
— Hacmpausamsv OUHAMUYECKYIO —  NpuHYunvl pabomvl OUHAMULECKUX
mapwpymuzayuio OSPF ¢ aymenmuguxayueii ¢ | npomoxkonoe mapupymuzayuu 6
MHO200011Q4HOU cemiu, pacnpeoenénnvix U 0OIAUHbIX CemaxX,
— pabomamy c IPv6; — CMPYKMypa u 603MOICHOCIU NPOMOKONA




= A8MOMAmMu3uUpo8ams cemesbvie 3a0a4u ¢
NOMOUBIO CKPUNMOB;

— KOH@ueypuposams 6a306vle NPOMOKOJIbl
Horx;

— npumensmo mexnonoeuu SDN u NFV ons
BUPMYATU3AYUU CEMEBLIX DYHKYULL,

— obecneuusamov 6e30NACHOCMb OECHPOBOOHBIX
cemeil,

— NPoB0OUMb MEeCMUPOSAHUE NOOCUCTIEM
bezonacrocmu;

— YNpaeismv 3auUWEHHBIMU COCOUHEHUAMU C
b6azou OaHHbIX,

— obecnequsamo be30nacHocmb 6a3 OAHHBIX 6
obnaxe;

— zawuwams odnaunvie API;

— npumensamo memoovl CASB u DLP ons
MOHUMOPUHEA OONAUHBIX CEPBUCOB U
npeoomepauieHust ymeyuek OaHHbuIX,

— aHanu3Upo8ams cemesol mpagpux o1a
BbIAGLCHUS UHYUOCHMOB;

— paspabamuvléamev KOMNIEKCHbIE NOOCUCTEMb]
0e30nacHoCmu Ha OCHOBE MEXHUYECK020 3a0aHUs
(T3);

— NpeoCcmasnAmv U 3auuniams NPOeKmHvle
Ppewienust Ha PyCCKOM U UHOCTHPAHHOM
(AH2ULICKOM) S13bIKE C UCNONb308AHUCM
npoGecCuoHaIbHOU MEePMUHOTOSUU.

IPv6;

—  OCHOBbI Cemesoe0 NPOSPAMMUPOBAHUSL U
agmomamusayuu,

— apxumexmypa u npunyunst SDN
(npoepammupyemovie cemu) u NFV
(8upmyanuzayus cemesvix QyHKYUlL);

— co8peMeHHble CIanoapmol 6e30NaACHOCMU
becnposooHbIx cemell;

—  MemoouKu mecmupo8anus u omiaoxu
noocucmem 6e30naACHOCMU,

— cnocodwvl co30anus U ynpaeieHus
3auuuieHHbIMuU coeounenusmu ¢ bBJI;

— Mmooenu obecneuenus besonacrnocmu 6a3
OAHHBIX 68 0ONAUHBIX CPEOax,

—  npunyunsl 3awumsl 0oraunvix API;

— HasHayeHnue u pyukyuu CASB (Cloud
Access Security Broker) u DLP (Data Loss
Prevention) 6 xonmexcme 3auumovt 001QUHBIX
CEPBUCO8 U NPeOOMBPAUeHUS YIeueK,

—  MemoOvl aHAU3A CemMes020 Mpaghura 0l
paccnedo8anuust UHYUOEHMOB;

— omanvl paspadbomKu noOCUCmemMbl
be30nacHocmu RO MeXHUYECKOMY 3A0aHUI0;
— npogheccuonHanvbHas MEPMUHONO2USL HA
UHOCMPAHHOM (AH2IULICKOM) A3bIKe 8 001acmu
KOMNbIOMEPHbIX cemell U Oe30naAcCHOCmU.




2 CTPYKTYPA U COJEPKAHUE YUYEBHOM JJUCIHUATILIIMHBI

2.1 O0beM y4eOHOM TMCHUILIMHBI U BUAbI YU4eOHOI padoThl

By yueOHoi padoThl

O0BeM B yacax

OBBEM OBPA3OBATEJBLHOM MPOT'PAMMBI JIUCHUTIIJIMHBI 80
8 MOM HUCIe 8apUAMUBHAS YACMb 40
- TeOpeTHYecKoe o0yueHmne 40
- NPaAKTHYeCKHe 3aHATHS 40
B T.4. B (hOpMe MPaKTHUECKOH MOITOTOBKH 40
- IPOMeEKYTOUYHas aTTecTauus (Iu(pdepeHUMPOBAHHDBIN 3a4eT) 2




TemaTnuyeckuii IaH y4eO0HO TN CHUNTIHHBI

HaumeHoBaHMe pa3aesioB U TeM

KoanuecTBo AYAUTOPHBIX YaCcoB

Bceero B T.4. B (popme €caMocCT. TeopeTu4. npaKTu4.
NMPaKTHYeCKOH padora o0y4eHue 3aHATHSA
MOJATOTOBKH

Paznen 1. KomnbloTepHble ceTH 78 40 - 40 38
Tewma 1.1 OCHOBBI KOMITBIOTEPHBIX CETEH U CETEBBIE MOJEIH 8 4 - 4 4
Tema 1.2 Axpecaryst, TpOTOKOJIBI M 0a30Basi HACTPOIKA CeTel 22 10 - 12 10
Tema 1.3 Cpenpl nepenaun JaHHBIX U 000pyIOBaHHUE 16 8 - 8 8
Tema 1.4 be3omacHOCTh KOMIBIOTEPHBIX CETEH 24 12 - 12 12
Tewma 1.5 CereBbie apXUTEKTYPhI M KOMIDIEKCHBIE TIPOSKTHI 8 4 - 4 4
JnddepenunpoBaHHblii 3a4eT 2 2 - - 2
BCEI'O 80 40 - 40 40




2.2. TemaTnuyeckuii IUVIaH U COiep:KaHNe Y4eOHOMH TUCHUTIIINHBI

HaumenoBanue
pa3nesoB U TeM

Coaepsxanue y4eO0HOro MaTepuajia u (popMbl OPraHM3aLUH AeATEIbHOCTH 00y4al0UXCS

O0Lem
B yacax

Koanl
KOMIIeTEeHIIHIA,
¢dopMmupoBanuio
KOTOPBIX
CIoco0CcTByeT
3JeMeHT
MPOTPaMMBblI

1

4

Paznen 1. KomnbloTepHblie ceTu

78

Tema 1.1

OcHOBBI
KOMITBIOTEPHBIX CETEH
U CETEBBIE MOAEIN

Cojep:xkaHue y4eOHOr0 MaTepuasa

1

IlonsiTne koMnbIOTEpHON ceTH. KoMIOHEHTHI U KaaccupuKanus

Onpenenenre KOMIbIOTEpHON ceTH. OCHOBHBIE KOMIIOHEHTHI: y3JIbl (KOMIIBIOTEPHI, CEPBEPHI, IPUHTEPHI),
KaHaJbl CBSI3U (TIPOBOHBIE M OECTIPOBOHBIE), CETEBOE 000pyIOBaHHE, TPOTOKOIBI. AKTYaIIbHBIH
npohecCHOHANBHBIN KOHTEKCT: MpuMeHerue ceteit (oduc, [1O/], obmaka, mpoOMBIIIIEHHOCTh, YMHBIH I0OM).
Knaccudukanus cereit: LAN (stokansabie), MAN (roponckue), WAN (T00anbHbIe); KITUEHT-CEpBEPHBIE H
OJTHOPAaHTOBBIC; TIPOBOIHBIC M OecripoBoIHbIE. [IprMepsl 3a1au: BEIOpATh THIT CETH I Masloro oduca Win
pacnpenencHHoi kommanun. Cpaguenue «mpaouyuoHHbIXy cemell u cemeti credyrouezo noxoaenus. Kpamxoe
66edeHue 8 NoHAMuUe «Yugposas mpancgopmayusay: enuaHue cemeil Ha OusHec-npoyeccel (0O1aUHbIE CEPBUCHI,
yoanéunas paboma, IoT). Obcyarcoenue npogeccuoHanbHO20 U COYUATLHO20 KOHMEKCMA.! AHANU3
680CMPeDOBAHHOCU CNEYUATIUCTNOE NO CEMAM U Oe30NACHOCMU HA PblHKe MpPYOd. SHAKOMCME0 ¢
npogheccuonanvbHol OOKyMeHmayuel Ha an2autickom azvike. umenue paemenma RFC (nanpumep, RFC 1122
«Requirements for Internet Hosts») ¢ évidenenuem xnouesvix mepmunos (host, router, protocol stack)

Mopean OSI u TCP/IP. Uakancynsauusi MpoTOKOJI0B

ITonsiTre ceteBoi Moaenu. 3adeM HyXHbl ypoBHU. Mogaens OSI: 7 ypoBHeii (0T puzndeckoro 1o
NPUKIIATHOTO), GYHKIIMU KaXKI0TO ypoBHA. B3anmopeiicteue uepes nnarepdeticel. Monens TCP/IP: 4 ypoBHs
(cereBBIX MHTEPQEIICOB, UHTEPHET, TPAHCIIOPTHEIH, pukiIagHoi). CooTBercTBHEe YpoBHSIM OSI. MHKancynsus
JaHHBIX: KaK MMakeT «o0pactaeTy 3arojoBkaMu. [11an pemenus 3a1a4: Kak JIOKaIN30BaTh HEUCIIPABHOCTD 11O
yposHio Moaenu. Cpasnenue modenu OSI u TCP/IP ¢ npakmuueckoi mouku 3penus. Pacuwupennviti npumep
UHKANCyIayuu ¢ aHanusom peanvrHozo nakema ¢ Wireshake. Paboma c npogeccuonanvhoii 0okymenmayue na
unocmpannom azvixe: uzyuenue gpaemenma RFC 791 (IP) u RFC 793 (TCP)

B TOM YHUCJIC, MPAKTHYECCKUX 3aHATHI

*TI3 Nel. Pacuer [P-agpeca, Macku moJIceTH, HOMEpa CETH, ITUPOKOBEIIATENILHOTO aJpeca, KOJMYECTBA XOCTOB

*T13 Ne2. Komansl ping, traceroute (tracert), netstat. Ananu3 MapiipyTa, BpeMEHH OTBETa, OTKPHITHIX TOPTOB

NN |

OK.01, OK.02,
OK.09
[IK.1.5

Tema 1.2
Anpecanusi,
MPOTOKOJIBI ¥ 0a30Bast
HacTpoiKa ceTei

Conep:xanue yueOHOro MaTepuaJa

3

IPv4-agpecanus: kinacebl, Mackn, CIDR, mutio3st
Crpykrypa IPv4-anpeca (32 6uta, necsatuunsiii Bun). Knaccet A, B, C, D, E. IlonsiTie ceTeBoil 1 XO0CTOBOI
gacti. Macka mojaceru (mpedukce). CIDR (6eckmaccoBas anpecars). [1nro3 mo ymoruanwmto (default gateway).

OK.01, OK.02,
IIK.3.3

8




IIpumepsl pacueTa ceTeil pa3HOro pazMepa.

4 | IPv6: adpecayusn u asmokongpuzypayus
@opmam IPv6 (128 6um, wecmnadyamepuunas 3anucs). Tunsl aopecos: unicast, anycast, multicast. Link-local, 9
unique local, 2ro6ansusie aopeca. SLAAC (Stateless Address Autoconfiguration), EUI-64. Hacmpoiixa IPV6 na
Mapuipymuzamope.
5 | TpaHcnopTHbBIE U NPUKJIAHbIE POTOKOIbL IlopThI
TCP: ycranoBka coenunerus (3-way handshake), HagexHocTh, TOATBEPIKACHHS, CETMEHTAIINS.
UDP: 6e3 ycTaHOBKHM COCIMHEHUS, IeHTarpaMMBbl, HU3Kas 3aaepxka. Homepa moptos (well-known,
3aperucTpupoBannbie, muHamudeckue). [Ipumepsr: TCP mns HTTP/HTTPS, UDP ms DNS, VolIP, urp. 2
Bzaumogpeiictsue ¢ Bepxaumu ypoasivu. DNS: nmena B [P, nepapxwus, Tums! 3anuceir. DHCP: aBTromaTndeckas
Beinaua [P, apenna, onuunn (o3, DNS). HTTP/HTTPS: metoast (GET, POST), xons! oTBeTa, 6€30MacHOCTD
(TLS). FTP: akruBHbli/maccuBHbIi pexumMbl, kKoManabl. SMTP, POP3, IMAP nist moutsl. AHanmn3 nHGopManuu
6 | Mapmpyrusanus u VLAN. CraTuka u THHAMHKA
Tabmuma mapmpytuzanun. Cratndeckast Mapmpyrtusamnus (ip route). JJuaammuaeckue nporokomns: RIP
(mucranumonHo-BekTOpHBIN), OSPF (cocTosinne kananoB). VLAN: 3auem aenuts ceTs, Teru 802.1Q, TpaHKH, 2
access-noptel. bezomacHocTh: n3omsnus tpadhuka. [Pv6 ¢ konmexcme mapuwpymusayuu. Kax cmamuueckas
mapupymuzayus gvienaoum 8 IPv6 (ipv6 route). Junamuyeckan mapwpymuzayus oaa IPv6: OSPFv3 (omauyus
om OSPFv2).
7 | Cospemennvie npomoxovt mapuwipymusauuu o1 IJO/7: BGP, EVPN
BGP (Border Gateway Protocol) — iBGP/eBGP, ampubymui, coobwecmsa. EVPN (Ethernet VPN) ons 2
mynomumenanmuuix cemeil. Cyenapuu UCHONbL306AHUS 8 0aMAa-YeHMpPax U 00AaKax.
8 | Ocnoewt cemesozo npozpammuposanusn (Python coxemut) 0ns asmomamuszayuu
bubruomerxa socket. Cozoanue TCP/UDP xnuenma u cepsepa. Asmomamusayus ping, telnet/SSH k 2
0bopydosanuio (netmiko, paramiko). Cxkpunm ona coopxu madauywvt ARP co ecex mapupymuzamopos.
B TOM YHCJIe, MPAKTHYECKHUX 3aHATHH 10
*I13 No3. Pacuupennoe npoekmuposarnue aopecayuu. VLSM u cymmuposanue mapuipymos 2
*TI3 Ned4. Hactpoiika cTaTHYeCKOM MapIIpyTH3AINH 2
*T13 NeS. O6men nanabiMu uepe3 TCP u UDP. Hactpoiika DHCP u DNS-cepsepoB 2
*T13 Ne6. Hactpoiika VLAN, ypanennsiii noctyn (SSH, RDP) 2
*I13 Ne7. Jlunamuuecxas mapupymuszayus OSPF ¢ aymenmudghuxayuetl 2
Tema 1.3 Conep:xanue yueOHOro MarepuaJa 16 OK.02, OK.09,
Cpenpbl mepeaun 9 | ®usnyeckue cpeanl nepenayn. MeToabl 10CTyNa K cpeje 2 [IK.1.5, TIK.3.3
JIAHHBIX U Tunst kabeneit: Butas napa (UTP, FTP, katreropuu 5¢/6/7/8), koakcuai, ONTOBOJIOKHO
obopynoBaHue (0ZTHOMOIOBOE/MHOTOMOJIOBOE). XapaKTEPUCTHUKHU: TI0JIOCA IPOITYCKaHUS, 3aTyXaHHe, ITOMEX03alIHIICHHOCTb,
nanbHOCTh. bectipoBoanbie: Wi-Fi (802.11a/b/g/n/ac/ax/be), uactorsr 2.4/5/6 I'T', Bluetooth, Zigbee.
[poGiema muokectBenHoro noctyna. CSMA/CD (Carrier Sense Multiple Access with Collision Detection) —
qis Ethernet. Komunsuu, jam-curnan, 6axohd. CSMA/CA (Collision Avoidance) — st Wi-Fi. RTS/CTS, okna
oxkuyianusi. CpaBHeHHE Y QEKTHBHOCTH.
10 | CereBoe oGopynoBaHHe: KOMMYTATOPbl, MAPIIPYTH3ATOPbI, HLII03bI, aIANTEPHI 2
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KommyTtaropsr (L2): Tabnua MAC-aagpecoB, ¢puibTpaus, IMPOKOBEIATEIbHbIE JOMEHbBI. MapIpyTH3aTopsl
(L3): mapmpytu3zarnusi, NAT, ACL. MocTsl, uTi036I (B T.4. IITI036I TpritockeHni). Ceresbie aganrepsl: PCle,
USB, npaiiBepsl, anmmapatublie ouepenu. SDN u NFV — eupmyanuszayus cemeswix @ynxyuii. Cospementule
mexHo02Uul 6ecnpo8oOHol Oe30naAcHOCmU. ABMOMamMu3ayUs U NPOSPAMMUPYEMOCHb 000PY008aHUs

11 | Texnonocuu SDN u NFV 2
SDN (Software-Defined Networking): pazoenenue niockocmu ynpaeienus u 0annwvix, konmpoaiep (OpenFlow).

NFV (Network Functions Virtualization): supmyanusayus mapupymuzamopos, gatipeonos. Ipumepoi: Mininet,
Open vSwitch.

12 | Becnposoonasn bezonacnocmo: WPA3, 802.1X, RADIUS 2
Vaseumocmu WPA2 (KRACK). WPA3: SAE (Simultaneous Authentication of Equals), OWE. 802.1X (EAP) —
nopm-opuenmuposannas aymeumugpuxayus. RADIUS-cepsep (FreeRADIUS). Humeepayus c Active Directory.

B TOM 4HCJIe, TPAKTHYECKUX 3aHATHIi 8

I13 Ne8. OGxuM Kabelns U TeCTUPOBAHUE JTMHUHA 2

113 Ne9. bazoBast HacCTpolKa MapIIpyTU3aTOPa U CETEBBIX aJalTEPOB 2

I3 Ne10. Umuramms CSMA/CD u CSMA/CA. MexceteBoit okpan (ACL) 2

113 Nell. Hacmpoiixa Wi-Fi 6ezonacnocmu: WPA3-Enterprise u RADIUS 2

Tema 1.4 Coaeprxanue yueOHOro MaTepuaJia 24 [IK.1.5, T1K.3.3,
Besomacnocts 13 | OcHOBBI 5€301IACHOCTH ceTeli. YIpo3bl H NPUHIKIIBI 2 OK.01, OK.09
KOMITBIOTEPHBIX ceTel OcHoBHbIe yrpo3bl: TiepexBart (sniffing), Mmogudukanms, mogmena, DoS/DDoS, MITM. [puanuties

6e3onacuoctu MC: kKoHPHUIEeHINAIEHOCTS (KM POBaHKE), ETOCTHOCTD (XEIIH), JOCTYITHOCTh

(0TKa30yCTONYHNBOCT®).

14 | 3akononarenabHas 6aza P® B o6aactu 6e3onacHoctu UC 2
©3-149 «O6 napopMmarmu, HHHOPMAIIMOHHBIX TEXHOJIOTHAX U 0 3amuTe nHpopmanum», O3-152 «O
NEePCOHANBHBIX JaHHBIX», [Ipuka3sl ®CTIK (manpumep, o C3U). OTBeTCTBEHHOCTH 32 yTeuku. TpeboBaHus K
3amute bJl. PaboTa ¢ mokymeHTanuei Ha pycCKOM si3bIKe. Ananuz mpebosanuii be3onacHocmu
ungopmayuonnvix cucmem. Obaaunas be30nacHocmy U 3aKoHo0amenvbcmeo PP

15 | Metoas! 3ammThl, ynpapiaenue 1octynom Kk B/I. Pazpagorka moacucrem no T3 2
VPN-ryunenu: IPsec (ESP/AH, IKE), OpenVPN, WireGuard. SSL/TLS: ceprudukarsi, handshake,
mudpoBanue Tpaduka. YnpasieHue goctynom k b/I: ponu, npusuneruu, ayaur. O6mnaunsie pecypesl: 1AM,

Bucket policies. Drarnbl pa3pabOTKH MOACUCTEMBI: aHAIN3 YIPO3, BEIOOP Mep, peain3alius, TSCTUPOBAHHE.
Otnaaka 6€30MacHOCTH: JIOTH, MOHUTOPUHT, pearupoBanue. 3awuma coeounenuti ¢ b/{ (VPN-myuunens xk BJ{
Kax 0ONnonHumenvuwill ciol 3awumel). Mcnonvzosanue KMS (Key Management Service) ons wugposanus
Odannvix 6 oonaunou BJ (AWS KMS, Yandex KMS, Azure Key Vault).

16 | Memoowvt mecmuposanus u omaadKu ROOCUCMeEM 0E30RACHOCHLU 2

Buowt mecmuposanus: ckanuposanue yassumocmeii (nmap, OpenVAS), nenmecm (memooonocus OWASP).
Omaaoka noaumux 6e3onachocmu; aHanus 10206, koppexkmuposxka ACL/npasun. Uncmpymenmoi: Wireshark,
tepdump, fail2ban, Snort (6a3060).
17 | ¥Ynpasnenue 3aumumennvinu coeounenusamu ¢ BJI: VPN, SSL, npoxcu 2

SSL-wughposanue ons PostgreSQL/MySQL (require, verify-full). VPN-myunens x B/] 6 obnaxe unu 1{O]].
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banancuposrka u omrxazoycmouiuugocms coedunenutl (PgBouncer ¢ SSL).

18 | Obnaunasa 6esonacnocmv: CASB, DLP, 3auguma API
CASB (Cloud Access Security Broker) ons monumopunza obnaunsix cepsucos. DLP (Data Loss Prevention) —
sawuma om ymeuex. bBezonacnocms REST APl aymenmugurayus (JWT, OAuth2), rate limiting, saruoayus.

B TOM YHUCJIC, MPAKTHYCCKUX 3aHATHIA

[EEN
N

I13 Nel2. Pa3paOoTKa MOJMTUKY CETEBOM 0€30I1aCHOCTH

113 Nel3. C6op u aHam3 ceTeBoro Tpaduka

113 Nel4. Hacmpotixa HTTPS na ée6-cepsepe u VPN-mynuens

113 Nel5. Paspabomka noocucmemol bezonacnocmu no T3

113 Ne16. Tecmuposanue noocucmemul bezonacnocmu (nmap, OpenVAS, omaaodka)

113 Nel7. Obecneuenue bezonachocmu B/ 6 obnake

Tema 1.5

CereBble apXUTEKTYPHI
Y KOMIUIEKCHBIE
HPOCKTHI

Cojep:xkaHue y4eOHOr0 MaTepuasa

19 | Npunmunsl nocrpoennst KC. Uepapxuueckne mogenan. WAN

Uepapxuueckas mozeins: sapo (Core), pacnpeaenenue (Distribution), moctym (Access). TexHomorun
rmo6anpHBIX ceteit: MPLS, SD-WAN, L2VPN/L3VPN. OtkazoycroitunBocts: STP, LACP, VRRP. Cpasuenue
MPLS u SD-WAN ¢ mouku 3penus 6ezonachocmu (wugposanue mpagura no ymonuanuro ¢ SD-WAN,
usonayus VRF ¢ MPLS).

NOOININININININ

20 | O6nayHbIe cepBUCHI H 6€30MACHOCTD 0a3 TAaHHBIX B 00J1aKe

Oo6maunpie mogenu: laaS, PaaS, SaaS. bezonacnocts b/] B oOmake: 3amuTa ot yreuek (mmdposanue, DLP),
ynpasnenue goctynoMm (IAM, RBAC), ayaut. Unctpymentsr: AWS RDS, Azure SQL, o0Gnaunblie KIH0UU
mmmdporanust (KMS). Moodeau omeemcmeennocmu (Shared Responsibility Model). Kpamxuii 00630p 0baauHbix
naamgpopm, oocmynuvix 8 P@: Yandex Cloud (Managed Service for PostgreSQOL), VK Cloud, SberCloud,
Selectel.

B TOM YHCJIE, MPAKTHYCCKUX 3aHATHI

I13 Nel8. [TocTpoeHHe KOMIIBIOTEPHOM ceTH (COOpKa MPOEKTa)

113 Nel9. Ilocmpoenue kopnopamuenou cemu ¢ 3awuujernvim ceemenmom b/ uepez VPN-myunens

[IK.1.5, I1K.3.3,
OK.01, OK.09

JAuddepenuuposannsiii 3auer (I3 Ne20)

NININ(PA

BCEI'O:

[}
o
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3 YCJIOBUSA PEAJIM3AIIAA ITPOTPAMMBI YYEBHOM JTUCIATIIIMHBI

3.1 lna peanu3zanum nporpaMMbl y4eOHOW THCHUILIMHBI MPEAYCMOTPEHbI CJIeAyIolue
crenuaJbHble MOMeIeHUs:

JIaboparopus «KOMIBIOTEPHBIX CeTEH M OCHOB HH(POPMAIIMOHHON 0€30MaCHOCTH)» OCHAIIEHA
0o0opy10oBaHUEM:

— pabouee mecTo nefarora (mnpernogaBaTenabckuit croi (1 mr.), cryn (1 mrt.))

— paboune mecta obOydvaromuxcsi (maptel yaeHmdeckue (13 mT.), cTynbs ydyeHuueckue (25
IT.))

— J0cKa y4eOHas (MenoBas Tpex-cekinonHas) (1 mr.)

— KHIDKHBIN mKad — 1 mrT.;

— yueOHO-MeToAnYecKas JJUTepaTypa 1o AUCLHUIIIIHE;

— KOMIUIEKT y4eOHO-HATJISAHBIX IOCOOUH;

TEeXHHYECKHMMH CPeICTBAMH 00yYeHUSI:

— MEePCOHAIILHBIA KOMIIBIOTEP, MOJKIIOYEHUE K ceTH HWHTepHeT ¢ MOayjieM KOHTCHTHOW
dunbrpauu Traffic Inspector, NetPolice n YandexDNS, BO3MOKHOCTh TPaHCIISIIHA HA SKPaH ayaro
1 Bu1eo nHbopmanyu (1 mr.)

— nporpammuoe obecrieuerne Ha [IK — Microsoft Windows 10 wiu ananor, Microsoft Office
(Word, Excel, PowerPoint) unu ananor, 7Zip, 24PDF, funekc Bpaysep (1 mir.)

— nporpammuaoe obecnieuenue Android Studio, Visual Studio, Visual Studio Code wu
HAJIOTH

— mouuTOp (1 1mT.)

— xiaBuarypa (1 mr.)

— mbImb (1 mrT.)

— TeneBu30p (1 mT.)

— xabenb asa noaxmoueHus HDMI (1 mT.)

3.2 UnpopmanmoHHOe o0ecniedyeHne peain3anuu NPOrpaMmMbl

Jnst peanu3anuu  TporpaMMmbl  OMOTMOTEUHBIA (OHA HWHCTUTYTAa HMEET TIeYaTHbIE U
3JIEKTPOHHBIE 00pa3oBaTelbHbIE M HMH(OPMAIMOHHBIE PECYpChl, B TOM YHCJE€ PEKOMEH/IOBaHHbIE
OYMO, mis ucnoap30Banus B o0pazoBarenbHOM Iporiecce. CIUCOK AOMOTHEH HOBBIMU U3IaHUSIMHU.

3.2.1 OcHOBHBIE HCTOYHUKH

1. Axwmapos, I1. b. Komnstotepnsie cetu. Jlaboparopuslii npaktukym / I1. b. AkmapoB. —
Cankr-ITerepOypr : Jlans, 2024. — 120 c. — ISBN 978-5-507-48068-5. — TeKcT : 31eKTPpOHHBIN

2. JuGpos, M. B. Certu u tenekoMMyHukauuu. Mapupyruszauus B IP-cersix : yueOHUK U
NPaKTUKYM JUISL CpeqHero npodeccnonanbHoro oopasosanus / M. B. [lubpoB. — 2-e u3s., nepepad.
u non. — Mocksa : UznatensctBo HOpaiit, 2026. — 423 c. — (IIpodeccronanpHoe oOpa3oBaHue).
— ISBN 978-5-534-16551-7. — Tekcr : snexTpoHHbIH // OOpa3oBarenbHas tardpopma FOpaiit
[caiit]. — URL.: https://urait.ru/bcode/589270

3. KommbproTepHble U TEIEKOMMYHHKAIIMOHHBIE CETH | YUCOHUK M TIPAKTUKYM JUTSI CPETHETO
npodeccrnoHaIbHOro o0pazoBanust / Mo HayyHoil penakuueit A. M. Heuaesa, A. E. Tpy6una, A. 1O.
AnncumoBa. — MockBa : WznmarensctBo HOpaiit, 2026. — 96 c¢. — (IIpodeccuonanpHoe
oOpazoBanmue). — ISBN 978-5-534-21456-7. — Tekctr : snexTpoHHbI // OOpa3zoBaTenbHas
wiatdopma Opaiit [caiir]. — URL: https://urait.ru/bcode/590201

4. KommbloTepHbIE CeTH : y4eOHUK W NPAKTUKYM U1 CpeJHero MnpodheccCHOHaIbHOTO
obpazoBanus / moa HayuyHOU pemakumert A. M. HeuaeBa, A. E. TpyOuna, A. HO0. AaucumoBa. —
Mocksa : UznarensctBo FOpaiit, 2026. — 515 ¢. — (Ilpodeccuonansroe obpazoanue). — ISBN
978-5-534-21453-6. — Texkcr : anekTpoHHBIH // OOpa3zoBarenbHas miatgopma FOpaiit [cait]. —
URL.: https://urait.ru/bcode/590199
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5. Kysun, A. B. Komnstorepnsie cetn : yueoHoe mocooue / A.B. Ky3un, JI.A. Ky3un. — 4-¢
u3a., nepepab. u gomn. — MockBa : ®OPYM : MH®PA-M, 2025. — 190 c. — (Cpennee
npodeccuonanbHoe obpazoBanue). - ISBN 978-5-00091-453-3. - TekcT: 3J1eKTPOHHBIH.

6. PalOuesckuii, A. H. KommbpioTepHbIe CETH U CUCTEMBI CBS3U. BBOIHBINA Kypc @ y4eOHHK

U1 cpenHero npodeccuoHanbHoro odpaszoBanus / A. H. PaGueBckuii. — Mocksa : M3gaTenbCcTBO
FOpaiit, 2026. — 185 ¢. — (IIpodeccuonanproe obpazoBanue). — ISBN 978-5-534-22195-4. —
Texkcr : onekrponHwnidi // OOpaszoBarenbHas tiarpopma FOpaiit [caiit]. — URL:

https://urait.ru/bcode/600888

7. CeTH U TEJIEKOMMYHHKAIMH : YYCOHUK U MPAKTHKYM JUIs CPEIHETO MPOPECCHOHATHLHOTO
obpazoBanus / non penakuueir K. E. Camyiinosa, 1. A. lllanumosa, /. C. KynsboBa. — 2-e u3n.,
nepepad. u gon. — Mocksa : M3marensctBo FOpaiit, 2026. — 464 c¢. — (IIpodeccuonanpHoe
obpazoBanme). — ISBN 978-5-534-17310-9. — Tekcr : snmextpoHHbi // OOpazoBaTenbHas
mwiatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/587334

3.2.2 JlonoJHUTEIbHbI€ HCTOYHHKH

8. Bopoobses, C. I1. KommbroTepHbIe ceTH U ceTeBasi 6e30macHoCTh : yueoHoe mocodue / C.
I1. Bopo6nes, C. H. llupo6okosa, P. K. JIutesik. — HoBouepkacck : FOPT'TIY (HIIN), 2022. — 216
c.— ISBN 978-5-9997-0805-2. — TekcT : 31eKTpOHHBII

9. 3amsaruna, O. M. MHPOKOMMYHUKAIIMOHHBIE CUCTEMBI U ceTH. OCHOBBI MOICITUPOBAHUS
: Y4eOHHK Ui cpenHero mnpodeccuoHanbHoro odpazoBanus / O. M. 3amstmHa. — MockBa :
UznatensctBo KOpaiit, 2025. — 167 c. — (IIpodeccuonanpaoe obpazoBanue). — ISBN 978-5-534-
17558-5. — Tekcr : anekrponHbld // ObOpa3zoBatenbHas tuiargopma HOpaiit [caiit]. — URL:
https://urait.ru/bcode/566086

10. Crankesuy, JI. A. VHTemeKkTyaabHble CUCTEMBI M TEXHOJIOTHH : YY€OHUK M MIPAKTUKYM
Uit cpeHero npodeccuonanbHoro oopazosanus / JI. A. CrankeBuy. — 2-¢ u3J., nepepad. u J0m. —
Mocksa : UznatenscTBo FOpaiit, 2026. — 478 c¢. — (Ilpodeccronansuoe obpazoBanue). — ISBN
978-5-534-20364-6. — Texkcr : anexTpoHHbI // OOpazoBarenbHas miaatrgopma FOpaiit [cait]. —
URL.: https://urait.ru/bcode/587749

11. Vpbanosuy, I1. II. Komnsiorepusle cetu : yueOHoe nocodue / I1. I1. YpOanosuu, J[. M.
Pomanenko. - Mocksa ; Bonorga : Undpa-Urxenepus, 2022. - 460 c. - ISBN 978-5-9729-0962-9. -
Teker : 3MeKTPOHHBIN.
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4 KOHTPOJIb MU OHLEHKA

JUCIHUIIVINHBI

PE3YJbTATOB OCBOEHHS YUYEBHOWM

Pe3yabTaTrhl 00yueHHs

Kpurepun onenku

MeToabl OLIeHKH

YMeTh:

— OIPEACIATH dTAIbl PEIICHUS
3aJ1ayi, COCTABJIATh IUIaH JCHCTBUA,
pealn30BLIBATh COCTABIICHHBIH IJIaH,
OTIpeIETISITh HEOOXOTUMBIE PECYPCHI;
— B3aHMOJCHCTBOBATH C KOJIJICTaMH,
PYKOBOJCTBOM, KJINCHTAMH B XOJIC
podeCCHOHATBEHON IEeATeIHPHOCTH;
— TIOHHMATbh OOIIHUH CMBICIT YETKO
MIPOU3HECCHHBIX BHICKA3BIBAHUI Ha
M3BECTHBIC TEMBI
(mpodeccronanbHBIC U OBITOBEIE),
MMOHMUMATh TEKCThI Ha 0a30BbIC
po(heCCUOHAIBHBIC TEMBI,

— aHaJIM3UpPOBaATh TPEOOBAHUIA
Oe3omacHOCTH UHPOPMAITHOHHBIX
CHCTEM;

— pa3pabaThIBaTh U pean30BEIBAThH
MTOJCHCTEMBI 0€30TITaCHOCTH
UH(GOPMAITUOHHBIX CHCTEM;

— TECTUPOBATh U MPOBOJUTH OTIAJKY
MOJICKCTEM 0€30ITaCHOCTH
WH(POPMAITUOHHBIX CHCTEM;

— cO37aBaTh U yNPaBJIATh
3aIUIICHHBIMU COSTUHEHUIMH C
0a30li JaHHBIX;

— obecneunBaTh 0€30MAaCHOCTD Oa3bl
JTAHHBIX TIPH UCITOJIb30BaHUH
00JIa9HBIX CEPBUCOB;

— NPOEKmuposamsv a0pecHoe
NPOCMPAHCMBO,

— Hacmpaugams OUHAMUYECKYIO
mapupymuzayuro OSPF ¢
aymenmugpurxayueli 8 MHO20001a4HOU
cemu,

— pabomampw c [Pv6;

—  aBMoMamu3upo8ams cemesbie
3a0a4u ¢ NOMOWbIO CKPUNMO8;

— KOHGhuzypuposamse 6azo8wvle
npomoxonvt 1]O/];

— npumensmo mexuonoeuu SDN u
NFV ons eupmyanuzayuu cemegvix
QyHxyuil;

— obecneuusams 6e30nNACHOCHb
becnposooHbIx cemell;

— npoB8OOUMb MEeCMUPOBAHUE
noocucmem be3onacHocmit,

— YNpasismo 3auuuyeHHbIMU
COCOUHEeHUAMU C 6a30U OAHHBLX,

— obecneuusams bezonacHocms 6a3
OaHHbIX 6 obaake,

— sawuwams obaaunvle API;

— npumenamov memoovt CASB u DLP
0151 MOHUMOPUH2A 00JAUHBIX

YMeer pacrno3HaBath 3a7ady U/ Uin
po06sieMy B po(ecCHOHATBHOM H/HITH
COLMAIEHOM KOHTEKCTE; aHAIN3UPOBATh
3aja4qy W/UIM PoOJieMy U BBLIEIATE €€
COCTaBHbIE YaCTH; ONPENEIIATh ITAllbl
peleHus 3a1a4yu; BISIBIATD U

3¢ PEKTUBHO UCKATh HHPOPMALIHUIO,
HEOOXOIUMYIO AJIs PeLCHHUS 3a1a4UH
H/WIH TIPOOIIeMBI

OTIPEIeIIATh 3a]]a4u IS TOUCKa
nHPOPMALIUH; OTIPENENIATH HEOOX0IUMbIE
HCTOYHUKHU MH(OpMALNY; IJIAHUPOBATh
Mpoliecc OUCKa; CTPYKTYpUPOBATh
MoJTy4aeMyto HHPOPMAIUIO; BBIIEIATh
Ham0OoJee 3HaYMMOe B TIepevHe
nHGOPMALIMH; OLICHUBATh NPAKTUYECKYIO
3HAYMMOCTh PE3yJIbTaTOB MOUCKA;
0(opMIIATE pe3yabTaThl OUCKA,
MIPUMEHSTDH CPeACTBA MH(OPMALOHHBIX
TEXHOJIOTHH JIJIsl peIICHHs
mpo¢eCCHOHANBHBIX 3a]1a4; UCIIOB30BaTh
COBPEMEHHOE IPOrpaMMHOE
o0ecreyeHune; HCIO0Ib30BaTh Pa3InIHbIC
IU(pPOBBIE CPENICTBA AJISI PEILICHHS
pohecCHOHAIBHBIX 332

IPaMOTHO H3JIaraTh CBOM MBICIIU U

0 OpPMIIATE TOKYMEHTHI 110
npodeccuoHaNbHON TEMaTHKE Ha
rOCYJapCTBEHHOM SI3bIKE, IPOSIBIISITH
TOJIEPAaHTHOCTH B paboueM KOJUIEKTHBE
MMOHUMATD OOIINH CMBICIT YETKO
MIPOM3HECEHHBIX BBICKA3bIBAHUI Ha
H3BECTHBIE TEMBI (IPOodecCHOHATBHBIE U
OBITOBBIC), TOHUMATH TEKCTHI Ha 0a30BbIC
npodeccuoHaNbHbIE TEMBI; Y4aCTBOBATh B
ZMajiorax Ha 3HaKOMBbIE O0IIue
npodeccuoHaIbHbIEC TEMbI; CTPOUTh
MPOCTHIE BBICKA3BIBaHUS O ce0e M O CBOCH
podecCUOHANBHON AEATENBbHOCTH;
KpaTKO 00OCHOBBIBATh M OOBSACHATH CBOU
neicTBHS (TEKyIIUe U TUIAHUPYEMBIE);
MUCaTh NPOCTHIE CBSI3HBIE COOOLICHUS Ha
3HAKOMBIE WM UHTEPECYIOLIHNE
poecCHOHaIbHBIC TEMBI,
OpTraHU30BbIBATH U KOH(PHUTYPUPOBATh
KOMIIbIOTEPHBIE CETH;

CTPOUTH U aHAJM3UPOBATH MOJIEIH
KOMIIBIOTEPHBIX CETEH;

paboTaTh ¢ NPOTOKOJIAMHU pa3HBIX
YPOBHEH; yCTaHABINBATh U HACTPAUBATh
napameTphbl MPOTOKOJIOB
NpPOeKmupo8ams adpecHoe
npocmpancmeo ¢ ucnoavzoearuem VLSM
U CYMMUPOBAHUSL MAPUWPYINOS,

Texylmmii KOHTPOJIb:
KomnbroTepHoe
TECTUPOBAHUE 110
OCHOBHBIM

pazzenam IporpaMMsl.
Pemenue 3aga4 no
OCHOBHBIM

paszenam IporpaMmbl
IIpome:kyTounas
aTTecTANMA:
IudepeHINPOBAHHBIN
3a4eT
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CepeuUcos u NPpedoOmEpaeHUs YMedex
OaHHbIX;

— AHAU3UPOBAMb Cemesol MpPapuK
07151 BLIABNCHUS UHYUOECHINOB,

— paszpabamvléams KOMHIEKCHbLE
noocucmemul 6e30naAcCHOCMU HA
ocHose mexuuueckoeo 3aoanus (13);
npeocmasisims U 3auuams
NPOEKMHbLE PEUEHUs. HAd PYCCKOM U
UHOCMPAHHOM (AH2UIICKOM) A3bIKE C
UCNONIL30BAHUEM NPOYECCUOHANLHOU
MePMUHONOSUU.

Hacmpausams OUHAMUYECKYIO
mapwpymuzayuro OSPF ¢
aymenmugurxayueti 8 MHO20001a4HOU
cemu;

pabomams ¢ IPv6: nasnauams adpeca u
Hacmpaueamv a8MoKoHpUYpayuio
(SLAAC);

agMoOMamu3upo8ams cemesvle 3a0a4u ¢
nomouvio ckpunmos na Python;
KoH@ueypupogams 6a308vle NpOmMoKoabl
BGP u EVPN 0n5 mynomumeHaHmHbIX
cpeo;

npumensamo mexnonoeuu SDN u NFV onsn
BUPMYATU3AYUL CEMEBIX PYHKYUILL,
obecneuusams 6€30NACHOCMb
0ecnposoOHbIX cemell ¢ UCHOb308AHUEM
WPAS3-Enterprise u RADIUS;
npo6OOUNb MEeCMUPOSarHUe NOOCUCTIEM
bezonachocmu (CKanuposauue
yA38uMocmetl, OmIaoKa NOJUMUK);
VAPAGISIMb 3AUUUEHHBIMU COCOUHEHUSMU
¢ bazou oannvix (SSL, VPN-myHnnenu);
obecneyusams 6e30nacHocmy 6a3
Oannubix 6 oonake (IAM, Security Groups,
wugpposanue KMS, ayoum),

sauwuuams oonaunvie API ¢
ucnonvzoeanuem JWT, OAuth?2 u rate
limiting;

npumensmo memoowvt CASB u DLP ons
MOHUMOPUHEA OONAYHBIX CEPBUCO8;
AHATU3UPOBAMb Ceme8ol mpagux s
BbIAGIIEHUSI UHYUOCHMO8 (CKAHUposaHue,
ARP-spoofing);

paspabamuleams noOCUCHEMbl
bezonacHocmu nO MeXHUYECKOMY
3A0aHUI0 (NOJHBIU YUK, GHATU3 Y2PO3 —>
mecmupoganue);

npeocmasisimy U 3auuams npoeKmHble
peuienust Ha PyCCKOM U UHOCTHPAHHOM
(anenuiickom) sA3viKe;

AHATUZUPOBAMb NPOPECCUOHANbHBLIL U
COYUATLHBIL KOHMEKCM 0I5l 000CHOBAHUS
8b100pa cemeswlX peuteHull;

u381eKAMb KII0Uesyio UHpopmMayuo u3
RFC u cmandapmog na aneautickom
A3vIKe;

3HaTh:

— aKTyalbHBIH IpodeccHoHABHBIN 1
COIMAILHBIA KOHTEKCT, B KOTOPOM
MIPUXOIUTCS pabOTaTh U JKUTh;

— CTPYKTypa IUIaHa JJIs peIIeHUs
3aj1a4, aJrOPUTMbI BBITTOJTHEHUS
padoT B npodeccHoHaIbHON U
CMEKHBIX 00J1aCTsX;

— MPUHIUIIEI 0€30T1aCHOCTH
WH(POPMAITMOHHBIX CHCTEM;

— COBPEMEHHbBIC METO/IbI U
TEXHOJIOTHH B 001aCTH 0€30MaCHOCTH

3HaeT aKTyaJIbHBIN PO EeCCHOHATBHBIA U
COLMANIbHBIN KOHTEKCT, B KOTOPOM
MPUXOANTCS pabOTaTh U )KUTh; OCHOBHBIE
HCTOYHUKHU MH(OPMAIIUU B PECYPCHI JUIS
peleHus 3aaa4 1 npoOJieM B
po¢eCCHOHATBHOM W/HITH COLUATBHOM
KOHTEKCTE;

ITOPUTMBI BHITIOJHEHUS paboT B
po¢ecCHOHANBHON M CMEXKHBIX
00acTsIX; METOBI PAOOTHI B
podeCCHOHANBHON U CMEXHBIX chepax;
CTPYKTYpY IUIaHa JUIs PELIeHUs 3a1a4;

Texylmmii KOHTPOJIb:
OreHKa pe3ynbTaToB
BBITTOJTHEHHS
MPaKTUYECKON
paboThI

DKCnepTHOE
HaOroIeHue 3a
XOIOM BBIITIOJTHEHU S
MPaKTUIECKON paboThI
(e TenbHOCTHIO
CTy/ICHTA)

OneHKa BBITIOJTHEHUS
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UHGOPMAIMOHHBIX CHCTEM;

— 3aKOHOJATENBHBIX U HOPMATUBHBIX
aKTOB B 00JIaCTH 0€30MaCHOCTH
HHGOPMAIMOHHBIX CHCTEM;

— METOJBI CO3/IaHUsI U YIPABICHUS
3aUIICHHBIMUA COCTUHCHUSMU C
0a30ii JaHHBIX, BKIO4Yas VPN-
TyaHenH u SSL-mmdpoBanue;

— METOJIbI 00eCIICUCHUS
Oe3omacHOCTH 0a3bl JAHHBIX TIPU
HCIOJIb30BaHMH 00JIaYHBIX CEPBHUCOB,
BKIJIFOYAs 3aIUTY OT YTCUKU JaHHBIX
Y YIIPaBIICHUE TOCTYIOM K 00TauHBIM
pecypcawm;

—  Memoovl NPOEeKMUpPOBAHUS
aA0pecH020 NPOCMPAancmea,

—  NpuHyUnsvL Pabomvl OUHAMUYECKUX
NPOMOKON08 MAPUIPYMU3AYUL 8
pacnpedenénHblX u 0ONAUHbIX CEMSIX,
—  CMpYKmMypa u 603MONCHOCMU
npomokona IPv6;

— OCHO8bI CemeB020
nPOSPAMMUPOBAHUS U
A8MoOMAMU3AYUU,;

— apxumexmypa u npunyunst SDN
(npoepammupyemoie cemu) u NFV
(supmyanuzayus cemesvix QyHKYuiL);
—  coepemeHHble CIAHOAPmbl
bezonachocmu 6ecnpooOHLIX cemell;
—  MemoouKu mecmupo8aHusi u
omaaoKu noocucmem 6e30nacHOCm;
— cnocodwvl co30anus U ynpagieHus
3auuyeHHbIMU coeouHenuamu ¢ bBJ1;
— Mmooenu obecneyerus
bezonachocmu 6a3 OAHHBIX 8
001aunbIX cpedax;

—  NPUHYUNBL 3aUUMbL 0OJAUHBIX
API;

— Hasnauenue u Qyuxyuu CASB
(Cloud Access Security Broker) u
DLP (Data Loss Prevention) 6
KOHmMeKcme 3auumaul 00J1aYHbIX
Cepeucos u nPpedomepaeHUs.
ymeuex;

—  Memoovl aHaU3a Cemeo20
mpaguka 01 pacciedo8anus
UHUUOEHMO8,

— amanvl pazpabomKy noOCUcmemsl
6e30nacHoCmu N0 MEXHUYECKOMY
3a0aHUIO,

npogheccuoHanbHAs MEPMUHONO2USL HA
UHOCMPAHHOM (AH2UICKOM) A3bIKE 8
obracmu KoOMnviomepHuIX cemell U
bezonacHocmu.

MOPSAZIOK OIEHKHU PE3yJIbTaTOB PEIICHUS
3a7a4 NpoecCHOHAIBHOM AesITeTbHOCTH
HOMEHKJIaTypa WH()OPMAIIMOHHBIX
HMCTOYHUKOB, TPIMEHSIEMBIX B
po(hecCHOHATBHON NeATENbHOCTH;
MIPUEMBI CTPYKTYPUPOBaHUS
nHpopmarun; hopmat ohopMIICHHUS
pe3yIbTaToOB MONCKa HH(OPMAITUH,
COBpEMEHHBIE CPEJICTBA U YCTPOHUCTBA
“H(OPMATHU3AIUH; TTIOPSIOK HX
MIPUMEHEHUS U IPOTPaMMHOE
oOecrieyeHue B MpoQecCHoHaIbHON
JESITETbHOCTH B TOM YHCIIE C
HCTIONIb30BaHNEM IU(POBBIX CPEICTB
0COOCHHOCTH COIMATBHOTO H
KyJBTYPHOTO KOHTEKCTa; TIpaBUiIa

o opMIIEHUS TOKyMEHTOB W TTOCTPOSHUS
YCTHBIX COOOIIEeHUH

MpaBUIIa IOCTPOCHUS MPOCTHIX U
CJIOKHBIX IIPEJIOKEHUN Ha
npoeccuoHaIbHBIE TEMbI; OCHOBHEIE
00IIeyOTPEOUTEIILHBIC TJIAr0JIbI
(6pITOBas M MpodeccuoHANbHAS JIEKCHKA);
JIEKCUYECKUI MUHUMYM, OTHOCSILIUUCS K
OIMMCaHUIO TIPEMETOB, CPEICTB U
MIPOLIECCOB MPO(EeCCUOHATBHOMN
JEATENHHOCTH; 0COOEHHOCTH
MIPOM3HOIICHUS; IPaBUJIa YTEHUS TEKCTOB
npoecCHOHAaIbHON HANPaBICHHOCTH
CTaHIAPTHI U POTOKOJIBI OE30MACHOCTH,
takux kak SSL/TLS, SSH, Kerberos u
Ap-;

METOIBI CO3/IaHUS U YIIPABIICHUS
3aIUIIEHHBIMHA COSIMHEHUSAMU C 0a30it
JIaHHbIX, BKItoyas VPN-tynnenu u SSL-
mudpoBanue

CeTeBbIe IPOTOKOJIBI;

TEXHOJIOTHH JIOKATbHBIX CETEH;

o0IIre MPUHIUIIBI TOCTPOSHHUS CEeTeH,
CETEBBIX TOIOJOTHH, MHOTOCIIOMHOM
moxenu OSI, TpeboBaHMit K
KOMITBIOTEPHBIM CETSIM

npunyunst VLSM (macxu nepemennoti
onunwt), CIDR (6ecknaccosyto
aopecayuio), Memoobl CyMMUPOBAHUS
Mmapwpymos (route aggregation) u
npasuia cocmasienus dopecho2o niaHd
07151 cemell ¢ pacnpeoenénHoll
GuauanbHou cmpykmypoil.

OMAUYUS OUCTHAHYUOHHO-GEKTNOPHBIX
npomoxonos (RIP) om npomokonos
cocmoanusa kananos (OSPF), a maxaice
ocobennocmu npumenenuss BGP u EVPN
8 MYIbIMUMEHAHMHBIX CPe0ax U 0ONaAUHbIX
hox

gopmam 128-6umnozo IPv6-adpeca
(wecmuadyamepuunas 3anUcsy, cocamue
nyneti), munwt aopecos (link-local, unique

[IPaKTUYECKOTO 3aJaHUs
(pabotsr)
IIpomeskyTouHas
arTecTaunms:
nuddepeHTPOBAHHBIH
3a4eT
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local, enobanvnvie, myromuxacm) u
Mmexanuzmvl asmoxongueypayuu (SLAAC,
EUI-64).

bazo8vie 803MONHCHOCMU OUOIUOMEKU
socket (TCP/UDP), npunyunst pabomol
netmiko/paramiko ons ynpaenenus
o0bopyoosanuem, a maxice
so3moxcnocmu Ansible ons maccosoii
HACmMpouKy KOMMYMAamopos u
Mapupymuzamopoa.

pazoenenue niIOCKOCMU YRPaGIeHUs U
Odannvix 6 SDN, poav Konmponnepa
(OpenFlow), konyenyuro eupmyanuzayuu
cemesvix yukyutl (NFV) u npumepul
(vRouter, vSwitch, eupmyanvHbie
gaiipsonwi).

omauyuss WPA2 om WPA3, npunyunsi
pabomer SAE (Simultaneous
Authentication of Equals), mexronoauio
802.1X (nopm-opuenmuposannas
aymenmugurayus) u pono RADIUS-
cepsepa 6 xopnopamushwvix Wi-Fi cemsx.
0a306vie MemoObl CKAHUPOBAHUS NOPMOB
(nmap), noucka ysazeumocmeu
(OpenVAS), ananuza omuémos, a maxaice
n00X00bl K OMAAOKE ROJUMUK OOCIMYNA
(ACL, npasuna ghatipsona) no aroeam.
memoowt SSL/TLS-wugpposanus
coeduHenull ¢ bazamu OaQHHBIX
(PostgreSQL, MySQL) ¢ npogepxkoti
noonuHHoOCmu cepsepa (require, verify-
full), a makoce opeanuzayuro docmyna K
BJ[ uepez VPN-myunenu (OpenVPN,
IPsec, WireGuard).

MOOenb pazdeneHus OmeemcmeeHHOCmu
(Shared Responsibility Model), npunyunot
1AM (nonvzosamenu, ponu, noaumuKu),
ucnoavsosanue Security Groups (epynn
bezonacnocmu), wiugposanue OUCKo8 u
Osranos uepez KMS, a maxoice ayoum
docmyna 6 obaaunvix BJ[ (AWS RDS,
Yandex Cloud, Azure SQL).

MexaHuzmMvl aymenmu@urayul u
asmopuzayuu (JWT, OAuth2), memoowl
02PaHUYeHUsl YACMOmbl 3anpocos (rate
limiting), éasicnocmo eanuoayuu 6X0OHbIX
OaHHBIX U 6A308ble NPAKMUKU
bezonacnocmu REST API.

umo maxoe CASB (nocpeonux meicoy
noAL306AMENIMU U OONAUHBIMU
cepsucamu 0151 KOHMPOJia 00CMyna) u
DLP (cucmemvl npedomspaujerus
ymeuex), a maxoice ymeem 00bACHUMb UX
POb HA npumepe 0OHapyicenus nepedadu
NACNOPMHBIX OAHHBIX Yepe3 0OAAUHYIO
oYMy Uiy Xpanuiuuje.

sosmoxcnocmu Wireshark (punompor no
1P, nopmam, npomoxonam), npusHaxu
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nopm-ckanuposanusi u ARP-spoofing 6
damne mpaghuxa, a maxdice mMemoovl
soccmanoenenus ceccui (Follow TCP
Stream).

NOMHBLI HCUSHEHHBII YUK AHATU3 YePO3
U MOOenuposanue Hapywumess, 6b100p
OP2AHU3AYUOHHBIX U MEXHUYECKUX Mep
sawumsl, peanuzayus (nacmpotika C3HU,
paspabomka mooyneti), PYHKYUOHATbHOE
mecmupoganue u mecmuposanue Ha
NPOHUKHOBEHUE, IKCHIYAMAYUSL U
OMAAOKA NO Pe3yTbmamam
MOHUMOpUHEa.

KOPPEeKmHblll nepesoo U sHaueHue
KAIOYEBLIX MEPMUHOE HA AHEIUUCKOM
azvike, makux Kax: IPsec tunnel, database
encryption, access control list (ACL),
vulnerability scan, cloud IAM, security
group, encryption at rest / in transit, key
management service (KMS), audit logs,
certificate chain, perfect forward secrecy
(PFS), least privilege, incident response
plan, u ymeem ucnoavzosams ux npu
umenuu RFC, doxymenmayuu obnaunsix
npoeaiioepos u npu 3auume nPOeKmos.
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